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RADIO  FREQUENCY  SHIELDING  TESTS  OF 
SYSTEM  TECHNOLOGY  TEST  FACILITY 
AT  MECK  ISLAND,  MARSHALL  ISLANDS 


1 INTRODUCTION 


Purpose 

The  purpose  of  the  inspections  and  tests  documented  in  this  re- 
port was  to  determine  whether  the  shielding  integrity  of  the  newly 
constructed  Systems  Technology  Test  Facility  (STTF)  on  Meek  Island, 
Kwajalein  Atoll,  Marshall  Islands  met  the  specifications.  The  tests 
were  conducted  by  two  U.S.  Army  Construction  Engineering  Research 
Laboratory  (CERL)  test  teams  between  16  August  and  15  October  1976. 


Approach 

As  proposed  by  the  test  plan  (Appendix  A),  CERL  evaluated  the 
STTF  using  the  following  techniques: 

1.  Sniffer  tests  of  all  accessible  weld  seams  and  floor  drains 

2.  Radio  frequency  (RF)  attenuation  tests  of  the  shielded  doors, 
air  duct  filters,  and  pipe  filters 

3.  Electrical  filter  and  conduit  tests 

4.  Inspection  of  the  electrical  conduit  system  for  conformance 
to  the  construction  specification  and  good  RF  shielding  practice. 

The  methods  used  in  the  various  types  of  tests  are  detailed  in 
Chapter  2. 


Description  of  Facility  and 
Installation  of  Test  Equipment 

Figure  1 is  the  ground  floor  plan  showing  the  various  shielding 
zones  of  the  STTF.  The  second  floor  or  turret  is  located  essentially 
above  room  109  and  is  also  in  shielding  Zone  A.  Tables  1 and  2 list 
the  shielding  requirements  for  the  zones,  which  result  from  continuous 
welded  11-gauge  steel  liner  plates  on  all  zone  boundaries.  RF  shield- 
ed doors  allow  personnel  and  equipment  to  pass  between  the  zones. 

Test  connections  to  external  points  on  each  shielding  zone  were  pro- 
vided (Figure  2)  to  permit  direct  application  of  RF  test  signals  to 
the  shielded  structure.  These  signals  provided  the  excitation  for  RF 
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sniffer  tests  conducted  inside  the  shielded  zones.  Electrical  power 
filters  were  provided  to  isolate  electrical  lines  between  the  shielded 
zones.  In  addition,  air  duct  and  pipe  filters  were  installed  wherever 
these  items  passed  through  a shielding  boundary.  Large  panels  in  Rooms 
107,  108,  109,  and  110  were  opened  to  allow  entry  of  the  equipment 
modules  and  were  then  welded  in  place  to  complete  the  shielding  liner. 
With  the  exception  of  these  welds,  all  the  1 iner  plate  seams  had  been 
magnaflux  inspected  before  any  sniffer  tests  were  conducted;  any  de- 
fects found  in  these  inspections  were  repaired  during  construction. 
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Table  1 


Required  Shielding 


* Electrical  Field  and  Plane  Wave 

Zone  Attenuation,  dB  (10  kHz  to  7 GHz) 


A-B 

48 

★★ 

A-D  (turret) 

78 

A-D  (other) 

75 

A-C 

59 

B-C 

48 

B-D 

48 

C-D 

67 

* Zones  are  defined  in  Figure  1 . 
**  Zone  D is  outside  the  building. 


I 

( ■ 

Table  2 

i 

Magnetic  Field  Shielding  Required 


f 

Frequency 

Attenuation,  dB 

r 

60  Hz 

6 

400  Hz 

20 

A 

1-10  kHz 

40 

9 


2 TEST  PROCEDURES  AND  RESULTS 


Sniffer  Tests 


In  RF  shielded  enclosure  leak  detection  system  (sniffer)  tests, 
the  shielded  structure  is  externally  excited  from  diagonally  opposite 
corners  with  a 100-kHz  signal.  Any  defect  in  the  structure  which  can 
cause  RF  leakage  produces  a nonuniformity  in  the  current  flow  on  the 
structure.  This  current  nonuniformity  produces  a field  inside  the 
structure  which  can  be  measured  with  a hand-held  detector. 

A Stoddard  Model  900  Shielded  Enclosure  Leak  Detection  System 
consisting  of  a signal  source  and  a separate  hand-held  receiver  (Fig- 
ure 3)  was  used  for  the  sniffer  tests  in  this  investigation.  Since  a 
defect  parallel  to  the  direction  of  current  flow  might  not  be  detected 
by  a system  with  connections  in  only  two  corners,  each  shielded  zone 
was  provided  with  two  sets  of  connections  (Figure  4)  to  two  sets  of 
diagonally  opposite  corners.  Thus,  a leak  undetected  by  one  connec- 
tion would  be  discovered  by  the  other,  and  a leak  could  have  different 
measured  values  for  the  two  connections. 

All  accessible  welded  seams  of  the  STTF  were  sniffer-tested  dur- 
ing the  test  program.  Perforated  metallic  sound  insulation  material 
covering  considerable  portions  of  the  walls  and  ceilings  prevented 
examination  of  the  seams  which  were  covered.  The  perforated  metal 
itself  can  be  expected  to  improve  the  structure's  shielding;  however, 
controlled  laboratory  testing  should  be  conducted  to  quantify  the  ef- 
fects of  this  material.  The  covered  areas  were  scanned  with  the  snif- 
fer at  1-ft  (0.3  m)  intervals  for  both  sets  of  connections,  except 
for  those  few  locations  where  the  wall  was  inaccessible  due  to  equip- 
ment placed  close  to  the  wall.  No  leaks  were  found  in  any  of  the 
covered  areas.  The  areas  surrounding  the  inaccessible  locations  were 
also  scanned,  and  no  indications  of  leakage  were  found.  Thus,  it  is 
unlikely  that  any  undetected  leaks  exist  in  these  locations.  Doors 
109  (exterior)  and  201  (exterior)  and  three  of  the  eight  side  sec- 
tions of  the  antenna  array  at  the  interface  between  the  array  and  the 
building  were  also  sniffer-tested.  Appendix  B presents  the  data 
sheets  for  the  sniffer  tests  of  the  STTF.  The  numbers  in  the  "levels" 
column  on  the  data  sheets  are  the  sniffer  readings  before  rewelding. 

Leaks  were  found  on  the  mounting  of  the  welded  panel  doors  in 
rooms  109  and  110  in  Zone  A,  and  the  floors  in  area  103  and  room  115 
in  Zone  C.  The  leaks  found  by  the  sniffer  tests  were  marked,  repaired 
by  rewelding  the  defects,  and  retested  until  no  leakage  was  detected. 
Figures  5 and  6 show  repairs  on  the  floor  liner  in  room  115  and  the 
lower  corner  of  the  large  panel  door  in  room  110,  respectively. 

Figure  6 also  shows  some  of  the  perforated  metal  sound  insulation 
mentioned  earlier. 
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Door  Tests 


RF  attenuation  tests  of  the  shielded  doors  (Table  3)  were  con- 
ducted according  to  the  methods  specified  in  National  Security  Agency 
(NSA)  Specification  No.  65-6.  Figure  7 shows  the  test  setup  specified 
by  NSA.  The  tests  below  1000  Hz  were  conducted  using  the  method  shown 
for  the  magnetic  field  measurements  from  1 kHz  to  10  MHz.  Although 
the  test  procedure  is  essentially  the  same  at  all  frequencies,  the 
equipment  used  varies  (Table  4). 


Table  3 

STTF  Shielded  Doors  and  Door  Test  Frequencies 


Door 

Zone 

Boundary 

Shielding  Requirement, 
dB  no  kHz  to  7 GHz) 

103  (Interior) 

C-D 

67 

109  (Interior) 

A-C 

59 

109  (Exterior) 

A-D 

75 

111  (Interior) 

B-C 

48 

111  (Exterior) 

B-D 

48 

125  (Exterior) 

C-D 

67 

201  (Exterior) 

A-D 

78 

Door  Test  Frequencies 

60  Hz 
400  Hz 
1 kHz 

4.5  kHz 
9 kHz 

10  kHz 
200  kHz 
1 MHz 
10  MHz 
100  MHz 
500  MHz 

2.5  GHz 
7 GHz 
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Frequency 

Transmitter 

Recei ver 

Antenna 

60  Hz  to  10  kHz 

Wavetek  Oscillator 
Bogen  Amplifier 

HP400E 
Vol tmeter 

22  in.  (0.6  m) 
Loops 

200  kHz 

Wavetek  Oscillator 
ENI  Amplifier 

Stoddard 
NMl 2AT 

1-ft  (0.3m) 
Loops 

100  MHz  and 
500  MHz 

GR  Unit  Oscillator 
Type  #1208-A 

Empi re 
NF105 

Dipoles 

2.5  GHz 

Narda  Model  18500B 
Power  Pulser 
Ail  tech  445 
Power  Oscillator 

Tektronix  491 
Spectrum  Analyzer 
Ail  tech  707 
Spectrum  Analyzer 

Microwave 

Horns 

7 GHz 

Hp  693  Signal 
Generator 
A1 fred  Model  506 
Traveling  Wave 
Tube  Ampl ifier 

Tektronix  491 
Spectrum  Analyzer 
Ail  tech  707 
Spectrum  Analyzer 

Microwave 

Horns 

A reference  reading  was  obtained  with  no  shielding  between  the 
antennas,  which  were  spaced  at  a distance  of  2 ft  (0.6  m)  plus  the 
• thickness  of  the  shielding  (Figures  8 and  9).  The  transmitting  system 

was  then  located  on  one  side  of  the  door  and  the  receiving  on  the 
other.  The  antennas  were  positioned  in  sequence  at  the  various  door 
r test  points  (Figures  10  through  12),  and  the  received  signal  strength 

was  noted.  A second  reference  reading  was  taken  after  the  measurements 
were  made  on  the  door  to  verify  equipment  operation  and  control  set- 
■A  tings. 

j ; The  ratio  of  the  reference  level  to  the  test  measurement  in  deci- 

bels is  the  shielding  effectiveness  of  the  door.  The  lowest  shielding 
effectiveness  obtained  at  any  test  position  was  reported  as  the  shield- 
' ing  effectiveness  of  the  door.  Table  5 presents  the  test  results. 

Appendix  C contains  the  data  sheets  for  the  door  tests.  Doors  109 
(exterior)  and  201  (exterior)  did  not  meet  the  required  attenuation 
specifications  when  first  tested.  Inspection  of  door  201  (exterior) 
showed  that  the  fingerstock  gasket  material  did  not  extend  to  one  of 
the  corners.  This  was  brought  to  the  attention  of  the  contractor,  the 


Table  5 


RF  Door  Test  Results 


Door 

Test 

Frequency 

Required 
Attenuation,  dB 

Measured 

Attenuation, 

103  (Interior) 

60 

Hz 

6 

19+ 

400 

Hz 

20 

33+ 

1 

kHz 

40 

40+ 

4.5 

kHz 

40 

15+ 

9 

kHz 

40 

64+ 

10 

kHz 

40 

67+ 

200 

kHz 

67 

70+ 

1 

MHz 

67 

70+ 

10 

MHz 

67 

70+ 

100 

MHz 

67 

80+ 

500 

MHz 

67 

70+ 

2.5 

GHz 

67 

70+ 

7 

GHz 

67 

70+ 

109  (Interior) 

60 

Hz 

6 

29+ 

400 

Hz 

20 

40+ 

1 

kHz 

40 

45+ 

4.5 

kHz 

40 

49+ 

9 

kHz 

40 

56+ 

10 

kHz 

40 

59+ 

200 

kHz 

59 

70+ 

1 

MHz 

59 

60+ 

10 

MHz 

59 

60+ 

100 

MHz 

59 

60+ 

500 

MHz 

59 

60+ 

2.5 

GHz 

59 

60+ 

7 

GHz 

59 

60+ 

109  (Exterior) 

60 

Hz 

6 

14 

400 

Hz 

20 

24 

1 

kHz 

40 

30 

4.5 

kHz 

40 

40 

9 

kHz 

40 

10 

kHz 

40 

47 

200 

kHz 

75 

76 

1 

MHz 

75 

81 

10 

MHz 

75 

82 

100 

MHz 

75 

79 

500 

MHz 

75 

79 

2.5 

GHz 

75 

86 

7 

GHz 

75 

73 

* The  9-kHz  test  was  omitted  by  error. 
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Door 

Test 

Frequency 

Required 
Attenuation,  dB 

Measured 
Attenuation,  dB 

111  (Interior) 

60 

Hz 

6 

23 

400 

Hz 

20 

30 

1 

kHz 

40 

46 

4.5 

kHz 

40 

52 

9 

kHz 

40 

54 

10 

kHz 

40 

58 

200 

kHz 

48 

72 

1 

MHz 

48 

90+ 

10 

MHz 

48 

60+ 

100 

MHz 

48 

60+ 

500 

MHz 

48 

70+ 

2.5 

GHz 

48 

60+ 

7 

GHz 

48 

50+ 

Ill  (Exterior)  60  Hz  6 20 


400  Hz  20  28 


Table  5 (Cont'd) 


Door 

Test 

Frequency 

Requi  red 
Attenuation,  dB 

Measured 
Attenuation,  dB 

201  (Exterior) 

60 

Hz 

6 

14 

400 

Hz 

20 

29 

1 

kHz 

40 

36 

4.5 

kHz 

40 

43 

9 

kHz 

40 

50 

10 

kHz 

40 

52 

200 

kHz 

78 

74 

1 

MHz 

78 

94 

10 

MHz 

78 

86+ 

100 

MHz 

78 

94 

500 

MHz 

78 

93+ 

2.5 

GHz 

78 

100 

7 

GHz 

78 

73+ 

defect  was  corrected,  the  door  and  fingerstock  were  cleaned,  and  the 
door  was  retested.  The  door's  attenuation  characteristics  showed 
considerable  improvement.  However,  at  1 kHz,  where  the  shielding  was 
improved  from  33  to  36  dB,  the  40-dB  requirement  was  not  attained. 

Door  109  (exterior)  also  did  not  meet  the  40-dB  requirement  at 
1 kHz.  Considerable  effort  was  expended  cleaning  and  drying  the  fin- 
gerstock and  the  door's  knife  edge;  however,  no  improvement  in  shield- 
ing effectiveness  was  obtained.  Problems  with  the  door  may  be  due  to 
the  relatively  large  temperature  gradient  to  which  it  was  subjected; 
the  building's  air  conditioning  kept  the  interior  temperature  at  60°F 
(16°C).  The  rubber  seal  on  the  door  did  not  prevent  considerable  con- 
densation from  existing  on  the  bottom  of  the  door  and  frame  system  at 
all  times.  No  corrosion  was  evident  on  the  gold-plated  fingerstock 
for  this  door.  However,  slight  corrosion  was  visible  in  the  mounting 
channel  for  the  fingerstock  located  on  the  door  frame.  The  contractor 
was  not  willing  to  remove  the  fingerstock  for  cleaning  this  surface, 
since  there  was  no  spare  gold-plated  fingerstock  at  the  site,  and  the 
fingerstock  is  subject  to  breakage  during  removal  and  installation. 
Since  it  was  not  feasible  for  the  CERL  test  team  to  remain  at  the  site 
until  additional  fingerstock  could  be  procured,  the  following  was 
recommended: 

1.  Upon  receipt  of  additional  gold-plated  fingerstock,  the  exist- 
ing fingerstock  should  be  removed,  and  the  channel  in  the  door  frame 
thoroughly  cleaned  to  remove  any  oxidation  or  corrosion. 
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2.  A conductive  grease  should  then  be  applied  to  the  surfaces  of 
the  channel . 

3.  The  fingerstock  should  be  cleaned  with  a solvent  and  checked 
for  corrosion  or  damage  and  replaced  in  the  channel. 

4.  The  knife  edge  of  the  door  should  also  be  cleaned  and  treated 
with  the  conductive  grease.* 

Additional  sniffer  tests  were  conducted  on  doors  109  (exterior) 
and  201  (exterior)  to  provide  a limited  comparison  between  illumina- 
tion test  data  and  sniffer  test  results.  The  data  sheets  for  the 
sniffer  tests  for  Rooms  109  (12  and  13  October)  and  201  (13  October) 
in  Appendix  B (pp  57-59,  71)  give  the  results  of  these  tests.  Spot 
checks  of  door  125  (exterior)  showed  considerably  lower  leakage  (0  to 
15  dB)  than  that  of  109  (exterior)  and  201  (exterior).  Door  125  (ex- 
terior) had  passed  the  RF  attenuation  test  earlier,  and  visual  inspec- 
tion indicated  that  the  fingerstock  was  in  good  condition.  The  data  are 
too  limited  to  draw  significant  conclusions;  however,  they  do  indicate 
that  the  sniffer  may  be  a useful  tool  for  door  inspection. 

The  fingerstock  on  door  111  (interior)  had  deteriorated  consider- 
ably through  normal  use  by  2 October  1976  (Figure  13).  This  door  re- 
ceives considerable  use,  and  maintenance  will  be  necessary  for  it  to 
retain  satisfactory  shielding  performance. 


Air  Duct  Filter  Tests 


Table  6 lists  the  air  duct  filters  and  shielding  zones.  The  air 
duct  filter  tests  were  similar  to  the  RF  door  tests.  A reference 
reading  with  no  shielding  between  the  antennas  was  taken;  the  air  duct 
filter  was  then  illuminated  by  the  transmitting  antenna.  The  receiv- 
ing antenna  was  positioned  on  the  opposite  side  of  the  filter  and  the 
received  signal  level  was  noted.  The  ratio  between  the  two  signals 
in  decibels  is  the  measured  attenuation  level.  Table  7 lists  the  test 
results,  and  Appendix  D presents  the  data  sheets.  The  test  frequenc- 
ies were  the  same  as  for  the  door  tests,  although  some  filters  were 
not  tested  at  all  frequencies  because  of  the  size  limitation  imposed 
by  the  dimensions  of  the  air  duct;  i.e.,  some  of  the  antennas  would 
not  fit  inside  the  air  duct.  The  filters  passed  at  all  frequencies 
at  which  they  were  tested;  there  is  no  reason  to  believe  that  their 
performance  would  be  unsatisfactory  at  the  frequencies  not  tested. 


* The  manufacturer  of  the  door.  Universal  Shielding  Corporation, 
recommends  Chomerics  4210  or  4220  conductive  grease  (available 
from  Chomerics,  77  Dragon  Court,  Woburn,  MA  01801). 
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Table  6 


STTF 

Shielded  Air  Duct  Filters 

Attenuation 

Shielding  Zone 

Requirement,  dB 

Location 

Boundary 

(10  kHz  to  7 GHz) 

Room  108 

to  109 

A-C 

59 

Room  1 1 1 

to  125c 

B-C 

48 

Room  1 1 4 

to  Outside 

C-D 

67 

Room  111 

(open)  to 

Roof 

B-D 

48 

Room  111 

(air  duct) 

to  Roof  B-D 

48 

Room  111 

to  110 

A-B 

48 

Room  1 1 0 

to  125c 

A-C 

59 

Table  7 

Air  Duct  Filter  Test  Results 


» 


t • 

Filter 

Required 

Measured 

i 

Location 

Frequency 

Attenuation,  dB 

Attenuation,  dB 

Room  108  to  109 

60 

Hz 

6 

★ 

400 

Hz 

20 

★ 

t 

1 

kHz 

40 

★ 

4.5 

kHz 

40 

★ 

9 

kHz 

40 

★ 

r 

10 

kHz 

40 

★ 

200 

kHz 

59 

•k 

»■' 

1 

MHz 

59 

* 

A 

10 

MHz 

59 

* 

100 

MHz 

59 

•k 

500 

MHz 

59 

60+ 

V; 

2.5 

GHz 

59 

★ 

7 

GHz 

59 

60+ 

* Air  duct  not  large  enough  for  antennas. 


I 


Table  7 (Cont'd) 


Room  111  to  125C 


Room  111  (open)  to 
Roof 


60 

Hz 

6 

★ 

400 

Hz 

20 

★ 

1 

kHz 

40 

★ 

4.5 

kHz 

40 

★ 

9 

kHz 

40 

* 

10 

kHz 

40 

* 

200 

kHz 

48 

70- 

1 

MHz 

48 

64- 

10 

MHz 

48 

50- 

100 

MHz 

48 

70- 

500 

MHz 

48 

60- 

2.5 

GHz 

48 

* 

7 

GHz 

48 

50- 

60 

Hz 

6 

30 

400 

Hz 

20 

60 

1 

kHz 

40 

69 

4.5 

kHz 

40 

72 

9 

kHz 

40 

76 

10 

kHz 

40 

74 

200 

kHz 

67 

88- 

1 

MHz 

67 

70- 

10 

MHz 

67 

70- 

100 

MHz 

67 

70- 

500 

MHz 

67 

70- 

2.5 

GHz 

67 

70- 

7 

GHz 

67 

70- 

60 

Hz 

6 

35 

400 

Hz 

20 

44 

1 

kHz 

40 

49 

4.5 

kHz 

40 

53 

9 

kHz 

40 

54 

10 

kHz 

40 

52 

200 

kHz 

31 

85- 

1 

MHz 

31 

70- 

10 

MHz 

31 

70- 

100 

MHz 

31 

80- 

500 

MHz 

31 

80- 

2.5 

GHz 

31 

70 

7 

GHz 

31 

60 

ir  duct  not  large  enough  for  antennas 


Table  7 (Cont'd) 


Filter  Required  Measured 

Location  Frequency  Attenuation,  dB  Attenuation,  dB 


Room  111  (air 
duct)  to  Roof 


Room  111  to  110 


Room  110  to  125C 


60 

Hz 

6 

50+ 

400 

Hz 

20 

56+ 

1 

kHz 

40 

63+ 

4.5 

kHz 

40 

71  + 

9 

kHz 

40 

76+ 

10 

kHz 

40 

52+ 

200 

kHz 

31 

85+ 

1 

MHz 

31 

70+ 

10 

MHz 

31 

60+ 

100 

MHz 

31 

60+ 

500 

MHz 

31 

60+ 

2.5 

GHz 

31 

70+ 

7 

GHz 

31 

70+ 

60 

Hz 

6 

★ 

400 

Hz 

20 

★ 

1 

kHz 

40 

★ 

4.5 

kHz 

40 

* 

9 

kHz 

40 

★ 

10 

kHz 

40 

■k 

200 

kHz 

48 

85+ 

1 

MHz 

48 

60+ 

10 

MHz 

48 

70+ 

100 

MHz 

48 

60+ 

500 

MHz 

48 

60+ 

2.5 

GHz 

48 

60+ 

7 

GHz 

48 

50+ 

60 

Hz 

6 

24+ 

400 

Hz 

20 

46 

1 

kHz 

40 

48 

4.5 

kHz 

40 

60+ 

9 

kHz 

40 

65 

10 

kHz 

40 

63 

200 

kHz 

59 

85+ 

1 

MHz 

59 

60+ 

10 

MHz 

59 

70+ 

100 

MHz 

59 

70+ 

500 

MHz 

59 

70+ 

2.5 

GHz 

59 

70+ 

7 

GHz 

59 

60+ 

* Air  duct  not  large  enough  for  antennas. 
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Electrical  Filter  Tests 


The  electrical  filters  were  subjected  to  a test  developed  by  the 
White  Sands  Missile  Range  (WSMR)  Facilities  Acceptance  Test  (FACT) 
team  for  tests  at  the  SAFEGUARD  Ballistic  Missile  Defense  site  in 
North  Dakota.  Figure  14  illustrates  the  test  setup.  The  filter  cabi- 
net covers  are  constructed  so  that  the  input  and  output  sides  of  the 
filter  can  be  uncovered  separately.  The  test  consists  of  radiating 
the  input  side  of  the  filters  with  RF  energy  (Figure  15).  The  first 
opening  in  the  conduit  system  (condulet,  junction  box,  etc.)  on  the 
opposite  side  of  the  shielding  liner  (output  side  of  the  filter)  is 
opened,  and  the  signal  level  at  this  point  is  measured.  Antenna  spac- 
ing for  both  the  radiating  and  receiving  antennas  is  1 ft  (0.3  m). 
Although  filter  tests  at  the  SAFEGUARD  facility  were  performed  at  all 
the  frequencies  used  in  the  door  tests,  the  WSMR  test  crew  felt  that 
the  only  significant  tests  were  at  200  kHz  and  S-band.  The  200-kHz 
test  would  determine  if  the  filters  and  related  conduit  hardware  were 
installed  properly,  while  the  S-band  test  would  be  the  main  determin- 
ant of  the  quality  of  the  filter.  CERL  laboratory  testing  during  the 
SAFEGUARD  program  supported  the  conclusion  that  tests  at  these  two 
frequencies  would  be  adequate  to  determine  the  shielding  performance 
of  the  filter  installation.  CERL  tests  at  the  STTF  included  100  MHz, 

, mainly  to  determine  if  other  unfiltered  wires  penetrated  the  shield. 

All  the  filters  except  R15,  R23,  and  R28  were  tested  because  the 
» wires  leading  to  the  external  alarm  circuitry  for  R1 5 were  not  con- 

i nected,  and  the  test  points  for  R23  and  R28  were  relatively  inacces- 

sible. The  test  results  are  listed  in  Table  8,  and  the  data  sheets 
are  presented  in  Appendix  E.  All  the  filters  tested  passed  the  RF 
' attenuation  tests.  Although  the  filters  performed  satisfactorily  in 

the  RF  tests,  site  personnel  indicated  a problem  with  several  units 
having  an  excessive  line  voltage  drop  under  load.  The  statement  of 
work  also  requested  that  a representative  sample  of  the  filters  be 
' illumination  tested.  Therefore,  the  CERL  test  team  and  site  personnel 

agreed  not  to  test  the  remaining  three  filters  due  to  the  difficulty 
of  conducting  these  tests.  Since  there  was  no  unidentified  leakage 
between  zones  concaining  these  filters  and  all  the  other  filters  per- 
formed  satisfactorily,  it  is  reasonable  to  assume  with  a relatively 
high  degree  of  confidence  that  the  nontested  filters  are  satisfactory, 
-i 

In  addition  to  the  RFI  tests,  the  electrical  filters  were  in- 
spected  for  conformance  to  the  installation  specification  and  good 
installation  practices.  No  installation  deficiencies  were  noted. 


Filter  Tests 


The  only  pipe  filters  tested  were  those  in  the  purified  water 
supply  and  return  pipes  between  rooms  110  and  111. 


Electrical  Filter  Test  Results 


Fil ter 

Measured  Attenuation, 

dB 

200  kHz 

100  MHz 

2.5  GHz 

R-1 

85+ 

80+ 

80+ 

R-2 

85+ 

30+ 

80+ 

R-3 

100+ 

80+ 

62 

R-4 

103+ 

89+ 

87 

R-9 

76+ 

80+ 

80+ 

R-10 

87+ 

80+ 

80+ 

R-11 

120+ 

87+ 

93 

R-1 2 

85+ 

80+ 

80+ 

R-15 

Not  tested 

R-1 7 

117 

80 

76 

R-19 

117 

98+ 

81 

R-20 

107 

98+ 

76 

R-22 

88+ 

70+ 

70+ 

R-23 

Not  tested 

R-26 

85+ 

80+ 

80+ 

R-27 

123+ 

78 

88 

R-28 

Not  tested 

The  purified  water  system  consists  of  fiberglass  pipe  (6-in. 

[152.4  mm]  diameter)  except  where  the  system  passes  through  the  shielded 
liner  between  rooms  110  and  111.  At  this  point,  both  the  supply  and 
return  pipes  have  a 2 1/2  ft  (0.7  m)  section  of  stainless  steel  pipe 
(Figure  16).  An  RF  honeycomb  filter  was  installed  in  each  of  these 
pipes  using  conductive  epoxy. 

For  testing,  the  antennas  were  positioned  as  shown  in  Figure  16. 

The  transmitting  horns  were  wired  in  place  (Figure  17),  and  the  receiving 
horns  were  positioned  for  maximum  signal.  The  RF  tests  on  the  pipes  were 
made  at  two  frequencies— 2.5  and  7 GHz,  since  the  other  test  frequencies 
were  well  below  the  cutoff  frequency  for  6-in.  (152.4  mm)  round  wave- 
guide. Table  9 shows  the  test  results,  and  Appendix  F contains  the  data 
sheets  for  the  tests.  The  RF  filters  were  found  in  another  part  of  the 
system  after  pressurization  tests  in  which  some  of  the  field-fabricated 
fiberglass  pipe  joints  failed.  The  conductive  epoxy  used  to  attach  the 
filters  did  not  hold  the  filters  and  appeared  not  to  have  hardened. 

The  RF  filters  installed  in  the  Halon  fire  extinguisher  system 
were  also  found  downstream  after  a test  of  the  extinguishing  system, 
indicating  that  the  conductive  epoxy  does  not  appear  to  be  a satisfac- 
tory method  for  installing  the  filters.  The  Halon  system,  however,  is 


all  ferrous  metal  pipe  with  a maximum  internal  diameter  of  2 1/2  in. 
(63.5  mm).  Little  if  any  RF  leakage  through  it  should  be  possible 
under  normal  circumstances.  No  illumination  tests  were  conducted, 
since  there  were  no  openings  or  nonmetal  lie  pipe  in  the  system  to  il- 
lumi nate. 


Table  9 

Results  of  Water  System  Pipe  Filter  Tests 


Pipe 

Frequency,  GHz 

Attenuation,  dB 

PWS 

2.5 

10 

(Purified  water  supply) 

7 

6 

PWR 

2.5 

15 

(Purified  water  return) 

7 

11 

The  following  analysis  was  performed  to  determine  when  filters 
may  be  necessary  for  RF  isolation.  Round  pipes  act  as  circular  wave- 
guides with  high  attenuation  below  their  cutoff  frequency.  The  lowest 
frequency  propagated  is  in  the  TE^,,  mode  which  is  given  by  the  follow- 
ing formula: 


f = -C  = 4.52  X IQ- 

c Xq  r 


[Eq  1] 


f^  = cutoff  frequency 
X^  = cutoff  wavelength  = 2.613^ 
r = conduit  radius  in  inches 
c = speed  of  light 


Table  10  shows  the  cutoff  frequencies  for  various  pipe  diameters. 
Thus,  it  appears  RF  filters  in  conduits/pipes  2 in.  (51  mm)  or  greater 
in  diameter  are  necessary  to  obtain  isolation  up  to  a frequency  of  7 
GHz.  However,  where  the  complete  system  consists  of  totally  enclosed 
metallic  piping  such  as  the  Halon  system  at  the  STTF,  it  may  not  be 
possible  for  RF  energy  to  enter  the  system,  and  filters  may  be  unnec- 
essary. 


Conduit  and  Drain  Inspection  and  Tests 

RF  illumination  tests  similar  to  those  used  for  the  electrical 
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Table  10 


Cutoff  Frequencies 


Pipe  or  Conduit 
Diameter,  in.  (mm) 

Lowest  Cutoff 
Frequency,  GHz 

6 (152) 

1.51 

4 (102) 

2.26 

3 (76) 

3.01 

2 (51) 

4.52 

1 (25) 

9.04 

filters  were  conducted  on  selected  conduits.  The  conduits  tested 
were  selected  on  the  basis  of  their  routing  from  one  shielding  zone 
to  another  and  accessibility  for  illumination.  Each  test  item  was 
successively  illuminated  by  frequencies  of  200  kHz,  100  MHz,  and  2.5 
GHz.  The  receiving  antenna  was  located  at  the  first  conduit  break 
(e.g.,  pull  boxes,  junction  boxes,  or  breaker  boxes)  beyond  the 
shielded  liner  through  which  the  conduit  was  routed.  Appendix  F pre- 
sents the  test  results. 

Tlie  electrical  conduit  system  was  inspected  for  conformance  to 
the  construction  specification  and  good  RF  shielding  practice.  Par- 
ticular emphasis  was  placed  on  the  following  items; 

1.  Conduit  couplings  were  inspected  to  make  certain  that  they 
were  tight  and  that  conductive  compound  was  used  at  all  joints.  All 
the  joints  and  couplings  inspected  were  tight.  Use  of  conductive  com- 
pound could  not  be  determined  in  every  case,  since  the  cond  its  had 
been  painted. 

2.  Penetrations  through  liner  plates  were  inspected  for  complete- 
ness of  welds.  One  conduit  and  a 4-in.  (102  mm)  pipe  were  found  not 

to  have  been  welded  to  the  liner  plate.  These  defects  were  corrected 
while  the  CERE  test  teams  were  at  the  site. 

3.  Covers  of  boxes,  enclosures,  panelboards,  etc.,  were  exam- 
ined to  insure  that  they  were  firmly  secured  with  no  buckling  and  bolt 
spacing  not  to  exceed  4 in.  (102  mm).  These  items  all  appeared  to  be 
satisfactory.  Some  covers  had  been  removed  for  work  (conduit  covers, 
filter  cabinets),  but  replacement  is  expected  after  completion  of  work. 

4.  Electrical  boxes  were  inspected  for  RF  gaskets  which  were  to 
be  provided  according  to  the  construction  specifications.  Spot  checks 
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of  electrical  boxes  indicated  that  gaskets  were  in  place  where  re- 
quired. No  covers  were  removed  for  inspection  of  gaskets,  but  the 
gaskets  installed  on  electrical  filters  from  which  the  covers  were  re- 
moved for  testing  appeared  to  be  satisfactory. 

5.  The  conduit  system  was  inspected  to  determine  specific  test 
candidates;  i.e.,  items  for  which  workmanship  appeared  to  be  marginal, 
or  items  which  had  been  exposed  to  higher  than  ordinary  RF  coupling 
because  of  their  location.  The  workmanship  on  these  items  appeared 

to  be  generally  of  high  quality,  and  no  test  candidates  in  which  the 
workmanship  was  marginal  were  identified.  The  conduits  subjected  to 
the  RF  test  all  performed  satisfactorily. 

6.  Special  RF  filter  floor  drains  consisting  of  circular  brass 
blocks  with  a number  of  drilled  holes  (Figure  18)  were  installed. 

These  drains  were  welded  to  the  floor  shielding  liner  plate.  Since 
testing  these  installations  by  illumination  was  not  possible,  they 
were  visually  and  RF  sniffer-inspected.  No  defects  were  found. 

Use  of  improper  hubs  on  electrical  boxes  was  mentioned  by  the 
Resident  Engineer,  but  this  did  not  appear  to  degrade  shielding  effect- 
iveness as  measured  by  either  the  conduit  or  filter  tests. 

The  conduit  system  and  drain  filter  installations  were  judged  to 
be  satisfactory  from  an  RFI  shielding  standpoint  based  on  the  tests 
and  inspections. 


3 ANALYSIS  OF  SHIELDED  ENCLOSURE 
LEAK  DETECTOR  (SNIFFER)  TESTS 


Standard  illumination  test  techniques  for  shielded  enclosures 
(NSA-65-6,  MIL  STD  285,  IEEE  Standard  299)  are  difficult,  if  not  im- 
possible, to  perform  on  large  liner-plate  shielded  construction  These 
test  techniques  all  specify  placing  antennas  within  12  in.  (0.3  m)  of 
either  side  of  the  shield.  If  the  concrete  is  thicker  than  this,  doing 
so  may  not  be  possible.  It  is  also  impractical  to  test  all  the  seams 
of  a large  structure  in  this  way  due  to  the  large  number  of  test  points 
and  frequencies.  However,  since  doors  are  generally  more  easily  ac- 
cessible, and  the  total  length  of  mating  surface  is  relatively  small, 
thus  limiting  the  number  of  test  points,  only  door  seams  and  items  re- 
quiring a single  test  point  (pipe  filters,  electrical  filters,  etc.) 
at  the  SSTF  v;ere  tested  using  the  illumination  technique  (NSA  65-6). 

Shielded  enclosure  leak  detection  system  (sniffer)  tests  are  an 
industry-accepted,  but  apparently  not  well -documented,  technique  for 
evaluating  the  performance  of  a shielded  structure.  In  some  cases, 
only  sniffer  tests  are  conducted.  In  these  tests,  an  RF  current  is 
induced  on  the  structure  by  direct  connection,  while  in  illumination 
tests  the  RF  currents  are  induced  by  a radiated  field.  The  sniffer 
uses  a single  frequency  (approximately  100  kHz)  with  an  audio  tone 
modulation,  while  the  illumination  tests  can  be  done  at  any  frequency. 
The  entire  structure  is  excited  at  once  for  the  sniffer  tests  and  exam- 
ination of  the  shielded  room  or  zone  can  be  accomplished  quite  rapidly 
compared  to  the  time  required  for  the  mul ti -frequency  illumination 
technique.  Unfortunately,  due  to  the  limited  documentation  and  anal- 
ysis, it  is  not  possible  to  make  a definite  statement  about  the  corre- 
lation between  the  single-frequency  sniffer  tests  and  the  illumina- 
tion tests  at  different  frequencies.  The  sniffer  seems  to  be  a good 
indicator  of  seam  quality,  which  is  quite  often  the  limiting  factor 
in  a shielded  structure. 

Sniffer  tests  of  large  complex  shielded  structures  do  have  a num- 
ber of  disadvantages: 

1.  The  room  or  shielded  zone  must  be  complete  with  doors,  with 
access  panels  in  place  and  closed  for  the  testing.  Thus,  this  test 
cannot  be  conducted  in  the  early  construction  phases  of  the  liner 
plate  structures.  An  additional  problem  which  resulted  in  incomplete 
testing  of  the  STTF  was  the  installation  of  perforated  metallic  sound 
proofing  walls  and  tile  floor  covering  prior  to  sniffer  testing  of  the 
seams.  Thus  visual  location  of  the  covered  seams  was  impossible.  The 
covered  areas  were  scanned  and  a crack  was  found  beneath  the  floor 
tile.  Here  it  was  necessary  to  remove  the  tile  in  the  area  before 
the  rewelding  could  take  place.  No  leaks  were  found  on  the  walls 
covered  with  the  sound  proofing  material . Unfortunately , delaying 
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other  aspects  of  construction  until  a shielded  zone  is  completed  for 
sniffer  testing  can  significantly  delay  completion  of  construction. 

2.  Interior  walls  between  shielded  zones  are  probably  not  ex- 
cited by  the  standard  connections  used  for  the  sniffer  signal  source. 
This  effect  can  be  seen  from  the  two-dimensional  drawing  of  a multi- 
zone shield  (Figure  19).  The  RF  current  (approximately  100  kHz)  will 
tend  to  flow  on  the  outside  of  the  structure,  and  the  wall  between  the 
two  zones  will  not  carry  very  much  of  this  current.  This  wall  could 
be  excited  from  inside  the  second  zone,  as  proposed  in  Figure  19 
(points  0-0).  Sniffer  tests  would  then  be  conducted  in  zone  1.  The 
excitation  should  be  from  diagonally  opposite  corners  and  should  be 
alternated  as  was  done  for  the  exterior  connections. 

3.  Sniffer  test  operators  should  be  aware  that  both  a meter  indi- 
cation and  audio  tone  are  necessary  to  identify  a leak.  The  sniffer 
will  pick  up  any  internally  generated  signal  in  its  passband,  thus 
possibly  giving  a meter  indication  where  no  leak  exists.  Therefore 
both  the  audio  signal  and  meter  reading  are  necessary  for  positive 
identification  of  leaks  since  there  is  very  little  probability  that  an 
internally  generated  signal  and  the  sniffer  excitation  signal  will  be 
modulated  by  the  same  frequency. 

4.  A defect  can  be  oriented  such  that  it  may  not  be  detected  for 
a particular  connection  of  the  signal  source,  e.g.,  when  the  major  axis 
of  the  defect  is  parallel  to  the  current  flow  between  the  connection 
points  on  the  structure.  Thus,  using  two  sets  of  diagonally  opposite 
corners  of  the  structure  as  excitation  points  and  sniffing  each  seam 
twice  is  necessary.  It  is  possible  that  satisfactory  results  could  be 
obtained  if  the  excitation  signal  were  switched  (or  multiplexed)  be- 
tween the  two  sets  of  corners  at  a rate  of  5 to  10  times  per  second. 

The  multiplexing  rate  should  be  rapid  in  relationship  to  the  rate  of 
sniffer  probe  movement. 

5.  The  signal  detected  by  the  sniffer  probe  depends  on  defect 
location  with  respect  to  the  excitation  points.  Current  densities  are 
considerably  greater  near  these  points  than  on  the  opposite  sides  or 
edges  of  the  structure.  Thus,  a defect  near  one  of  these  points  may 
give  a larger  reading  than  an  equivalent  defect  at  a point  where  the 
current  density  is  less.  This  fact,  coupled  with  the  defect  orienta- 
tion characteristics  discussed  above,  are  among  the  reasons  that 
sniffer  measurements  are  difficult  to  correlate  with  illumination  mea- 
surements. Another  complicating  factor  is  the  frequency-dependent  re- 
flection responsible  for  part  of  the  shielding  for  illumination 
measurements.  This  cannot  be  measured  by  the  sniffer. 
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L\  CONCLUSIONS  AND  RECOMMENDATIONS 
SITE  Shielding  Effectiveness 

The  results  of  the  tests  and  inspections  in  relation  to  contract 
shielding  specifications  are  as  follows: 

1.  Liner  plate--satisfactory  after  rewelding  of  defects. 

2.  Electrical  filters--satisfactory. 

3.  Air  duct  filters--satisfactory. 

4.  Conduit  system--satisfactory . 

5.  Drains--satisfactory. 

6.  Doors--satisfactory  with  the  exception  of  doors  109  (exterior) 
and  201  (exterior). 

7.  Pipe  filters— unsatisfactory. 

Except  for  the  items  mentioned  in  6 and  7 above,  the  STTF  shield- 
ing subsystem  meets  the  specifications. 


Sniffer  Tests 

The  sniffer  test  provides  a useful  technique  for  determining  the 
shielding  integrity  of  a structure.  This  test  is  much  easier  to  con- 
duct than  illumination  testing  of  large  liner-plate  shielded  construc- 
tion. Therefore,  to  facilitate  testing  of  future  shielded  construc- 
tion similar  to  the  STTF,  the  following  actions  are  recommended: 

1.  Sniffer  connection  boxes  should  be  provided  as  they  were  for 
the  STTF. 

2.  Additional  test  connections  should  be  provided  for  interior 
shielded  wall  testing. 

3.  When  feasible,  construction  should  be  scheduled  to  allow  for 
sniffer  testing  of  all  seams. 

Additional  laboratory  study  should  be  made  to: 


2.  Determine  the  feasibility  of  substituting  the  sniffer  test 
for  the  illumination  test  of  doors,  considerably  reducing  testing  and 
equipment  required,  and/or  using  the  sniffer  for  door  maintenance  pur- 
poses. 

3.  Develop  sniffer  techniques  which  could  be  used  before  con- 
struction is  complete. 

4.  Determine  correlation  between  RF  attenuation  tests,  specifi- 
cation requirements,  and  sniffer  test  results. 

5.  Determine  effects  of  covering  the  shield  liner  with  metallic 
and  nonmetal  lie  construction  materials. 


Doors 

Two  of  the  doors  did  not  meet  the  required  attenuation  specifica- 
tionsatl  kHz.*  Since  other  doors  of  the  same  design  and  other  points 
on  these  doors  met  the  attenuation  requirement  at  this  frequency,  this 
failure  does  not  appear  to  be  due  to  a design  weakness.  It  is  prob- 
ably caused  by  oxidation  or  corrosion  in  the  doorframe  channel  which 
houses  the  fingerstock.  It  is  therefore  recommended  that  this  frame 
be  thoroughly  cleaned,  coated  with  RF  conductive  grease,  and  the  gold- 
plated  fingerstock  replaced.  At  the  same  time,  the  door  knife  edge 
should  also  be  cleaned  and  covered  with  the  conductive  grease.  It 
is  recommended  that  this  treatment  be  applied  to  all  exterior  doors. 
Since  there  are  no  emissions  at  1 kHz  at  the  facility,  it  is  suggested 
that  the  rather  stringent  40-dB  shielding  requirement  may  be  reduced 
with  no  detriment  to  the  operation  of  the  STTF.  However,  the  treat- 
ment with  the  RF  conductive  grease  should  still  be  carried  out. 

Periodic  maintenance  will  be  required  on  doors  subjected  to  sig- 
nificant use.  The  minimum  should  be  a monthly  inspection,  cleaning 
of  fingerstock,  replacement  of  broken  fingerstock,  and  cleaning  of 
mating  door  and  doorframe  parts,  as  recommended  for  the  SAFEGUARD 
facility.  Actual  shielding  performance  can  only  be  verified  by  re- 
testing. It  was  determined  that  illumination  testing  at  200  kHz  and 
S-band  (2.5  GHz)  gave  an  adequate  measure  of  shielding  performance  for 
testing  SAFEGUARD  facilities,  since  doors  meeting  the  shielding 


* Door  109  (exterior)  had  one  test  point  with  73  dB  attenuation  at 
7 GHz  before  the  fingerstock  was  cleaned.  The  door  has  a 75-dB 


requirement  and  was  not  retested  at  7 GHz  after  cleaning  since  no 
improvement  was  obtained  at  1 kHz.  Judging  from  the  CERL  tests 
at  the  SAFEGUARD  facility,  cleaning  the  fingerstock  can  be  ex- 
pected to  improve  the  measured  shielding  effectiveness  consider- 
ably more  than  2 dB  at  this  frequency.  This  minor  deviation 
should  have  no  effect  on  system  operation. 
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requirements  at  those  frequencies  also  met  the  requirements  at  other 
frequencies.  If  periodic  retesting  is  conducted,  it  is  recommended 
that  test  frequencies  of  200  kHz  and  2.5  GHz  only  be  used,  with  the 
possible  addition  of  1 kHz  to  verify  the  low  frequency  shielding. 
Unless  inspection  results  indicate  that  a more  frequent  retest  is 
necessary,  retesting  every  6 months  should  be  adequate. 


Pipe  Filter 

Waveguide-below-cutoff  filters  are  necessary  for  the  required 
interzone  shield  in  6-in.  (152  mm)  pipes  which  are  used  in  the  puri- 
fied water  system.  The  conductive  epoxy  originally  used  to  install 
these  filters  does  not  provide  a satisfactory  physical  bond  and  may 
provide  an  unsatisfactory  electrical  bond.  It  is  therefore  recom- 
mended that  such  filters  be  silver-soldered  in  place,  as  proposed  by 
the  Resident  Engineer.  With  proper  installation,  a retest  should 
not  be  necessary;  however,  if  any  other  RF  illumination  tests  are  con- 
ducted at  the  STTF,  it  is  recommended  that  these  filters  also  be 
tested. 


General 

Unless  new  cracks  appear  or  the  liner  is  otherwise  damaged,  no 
retesting  of  the  liner  plate  should  be  necessary. 

If  the  electrical  filters  are  replaced  with  a different  type  of 
filter  in  order  to  obtain  satisfactory  line  voltage  drop  character- 
istics, additional  illumination  tests  will  be  necessary  to  determine 
whether  or  not  the  installed  filters  have  satisfactory  RF  character- 
istics. 
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Note:  Door  201  is  located  on  turret,  which  is  Zone  A, 


Figure  1 


Floor  plan.  Dark  lines  are  shielding  zone 
boundaries;  zone  D is  outside  the  building. 
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*These  numbers  denote  elevations. 

Figure  2.  Shielded  enclosure  leak  detection  system  excitation  points. 
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Shielded  enclosure  leak  detection  system 
("sniffer")  in  use. 


Connection  oox  for  shielded  enclosure  leak 
detection  system. 
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SPECIFICATION  NSA  NO.  65-6 


TEST  SET-UP  FOR  MAGNETIC  FIELD  MEASUREMENTS  UKC-10  MC). 

NOTE  : LOOP  ANTENNAS  MUST  BE  POSITIONED  FOR  MAXIMUM  PICK-UP.  FOR  ELECTRIC 
FIELD  MEASUREMENTS  IN  THIS  RANGE.  USE  SAME  SET-UP  BUT  SUBSTITUTE  SUITABLE 
MONOPOLES,  WITH  GROUND  PLANE.  FOR  LOOP  ANTENNAS, 


INSIDE  OF  ENCLOSURE 


ANTENNA  (HORN  OR  PARABOLIC  DISH 
FOR  MICROWAVES;  TUNED  HORIZONTAL 
DIPOLE,  PARALLEL  TO  WALL,  FOR 
LOWER  FREOUENCIES)- 


SIGNAL 
SOURCE  (S) 
400  MC- 
10  GC 


U 


SHIELDED 

CABLE 


2 WAVE- 
LENGTHS 
OR  MORE 
(WHERE 
PRACTICAL) 


OUTSIDE  OF  ENCLOSURE 


ANTENNA  (SAME  AS  A^) 


RECEIVER  (S) 

WITH  CALIBRATED 
INPUT  ATTENUATOR 


TEST  SET-UP  FOR  PLANE  WAVE  MEASUREMENTS  (100  MC-IOGC) 
note:  KC»  kHl , MC  : MHl , GC  : GHf 
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Figure  7.  RF  attenuation  measurements  test  configu- 
ration. From  NSA  Specification  65-6. 
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Figure  9.  Antenna  position  for  reference  reading 
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■ Designates  measurements  taken  at  the  following  frequencies:  60  Hz, 

400  Hz,  1 kHz,  4.5  kHz,  10  kHz. 

' A Designates  measurements  taken  at  the  following  frequencies:  100  MHz 

and  500  MHz. 

Measurements  at  200  kHz,  1 MHz,  and  10  MHz  were  taken  every  24  in. 

' (0.6  m). 

Measurements  at  2.5  GHz  and  7 GHz  were  taken  every  12  in.  (0.3  m). 
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Figure  10.  Door  test  points. 
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Figure  16.  Pipe  filter  test  setup 


Figure  18.  Brass  floor  drain  filter  welded  in  place. 
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-0 

X = Excitation  points  for  zone  1.  Arrows  indicate  current  flow. 
0 = Proposed  test  connections  for  inter-zone  wall. 


Figure  19.  Sniffer  excitation  of  a two-zone  shielded 
structure. 
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APPENDIX  A: 


TEST  PLAN  FOR  RFI  TESTING  OF  SYSTEM 
TECHNOLOGY  TEST  FACILITY  (STTF) 


1.0  Background.  This  plan  outlines  inspection  and  test  procedures 
proposed  by  CERL  for  RFI  (Radio  Frequency  Interference)  shielding  of 
the  System  Technology  Test  Facility  (STTF)  on  Meek  Island,  Kwajalein 
Atoll,  Marshall  Islands,  as  requested  by  the  Statement  of  Work  (draft) 
dated  10  June  1976. 


1.1  Purpose.  The  purpose  of  these  tests  is  to  verify  the  shielding 
integrity  of  the  STTF.  This  test  plan  will  also,  along  with  the 
statement  of  work,  serve  as  a guide  to  the  test  crew  for  conducting 
the  tests. 


2.0  Statement  of  Services.  CERL  will  provide  equipment  and  labor  to 
perform  the  following  services: 

a.  Sniffer  tests  of  liner  plate 

b.  RFI  attenuation  tests  of  seven  doors 

c.  RFI  filter  inspection  and  tests,  as  specified: 

(1 ) air  duct  filters 

(2)  pipe  filters 

(3)  electrical  filters 

d.  Inspection  and  possible  test  of  RFI-tight  conduit  system 

e.  Anomalies  are  to  be  reported  to  Resident  Engineer  and  rein- 
spected and  retested  after  repair. 


2.1  Liner  Plate  Tests.  These  tests  will  be  conducted  by  sniffer  with 
a 100  kHz  signal  and  by  scanning  the  inside  with  a tuned  receiver. 
According  to  the  scope  of  work,  embedded  RFI  test  circuits  are  attached 
externally  to  the  diagonally  opposite  corners  of  the  shielded  zone. 

The  test  will  consist  of  scanning  all  the  welds  of  the  shielded  zone 
with  the  tuned  receiver.  This  must  be  done  twice  for  each  zone,  since 
not  all  defects  may  be  located  with  one  excitation  mode  of  the  struc- 
ture. Thus,  the  embedded  test  circuits  are  attached  to  two  sets  of 
diagonally  opposite  corners  of  the  shielded  zone. 
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These  tests  need  to  be  conducted  after  the  shielded  zone  is  com- 
plete and  before  wall,  floor,  or  ceiling  coverings  are  placed.  Doors 
must  also  be  closed  and  provide  good  attenuation  so  that  a low  back- 
ground level  exists  for  the  measurements. 

Faulty  welds  are  to  be  reworked  by  the  construction  contractor 
and  the  sniffer  test  repeated  for  the  repaired  seam. 

Test  results  will  be  logged  on  Type  1 data  sheets. 

Moveable  scaffolding  will  be  necessary  to  conduct  sniffer  tests 
of  wall  and  ceiling  seams. 

Equipment  furnished  by  CERL  for  this  test  will  be  the  sniffer  and 
its  associated  signal  source. 


2.2  RFI  Testing  of  Shielded  Doors.  The  RF  attenuation  testing  of  in- 
stalled door  assemblies  will  be  conducted  according  to  the  techniques 
outlined  in  Figure  2 of  Specification  NSA  No.  65-6.  The  attenuation 
requirements  are  as  follows: 


Door  Assembly 

Attenuation 

Frequency 

All  RFI  doors 

6 dB 

60  Hz 

1 

All  RFI  doors 

20  dB 

400  Hz 

} ■ 

All  RFI  doors 

40  dB 

1 kHz  to  10  kHz 

103,  Interior 

67  dB 

10  kHz  to  7 GHz 

109,  Interior 

59  dB 

10  kHz  to  7 GHz 

) 

109A,  Exterior 

75  dB 

10  kHz  to  7 GHz 

111,  Interior 

48  dB 

10  kHz  to  7 GHz 

lllA,  Exterior 

48  dB 

10  kHz  to  7 GHz 

125,  Exterior 

67  dB 

10  kHz  to  7 GHz 

t 

201,  Exterior 

78  dB 

10  kHz  to  7 GHz 

The  test  procedure  will  be  to  illuminate  the  door  at  a sufficient 
number  of  points  around  its  periphery  to  determine  the  attenuation 
performance  of  the  door.  Based  on  the  FACT  testing  at  the  Stanley 
Mickelson  Safeguard  BMD  site  and  the  requirements  for  these  doors, 
test  frequencies  and  spacing  of  test  locations  shown  on  the  following 
page  are  proposed. 

Contractor  services  required  for  these  tests  include:  preparation 

of  the  doors  for  tests,  scaffolding,  lighting,  and  qualified  welder 
or  servicemen  to  service  or  repair  doors  which  do  not  meet  the  attenua- 
tion requirements.  In  order  to  expedite  testing,  it  will  be  necessary 
for  the  individual  to  accompany  the  CERL  test  personnel  at  the  time  of 
testing.  He  can  then  do  minor  repairs  or  cleaning  which  may  be  neces- 
sary for  the  tests  to  be  completed.  Major  defects  will  probably  require 
more  extensive  rework  and  retesting  at  a later  time. 
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■ Designates  measurements  taken  at  the  following  frequencies:  60  Hz, 

400  Hz,  1 kHz,  4.5  kHz,  10  kHz. 

A Designates  measurements  taken  at  the  following  frequencies:  100  MHz 

and  500  MHz.  t 

Measurements  at  200  kHz,  1 MHz,  and  10  MHz  were  taken  every  24  in. 
(0.6  m).  ^ 

Measurements  at  2.5  GHz  and  7 GHz  were  taken  every  12  in.  (0.3  m). 
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The  door  test  results  will  be  logged  on  a type  2 data  sheet. 
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The  following  equipment  will  be  furnished  by  CERL  to  conduct 
these  tests. 


Frequency 

Signal  Sources 

Amplifier 

Antennas 

Receiver 

60  Hz-10  kHz 

Wavetek  Oscil- 
lator 

Audio 

CERL 

Multiturn 

Loop 

Oscillo- 
scope or 
Vol tmeter 

200  kHz  - 
10  MHz 

Wavetek  Oscil- 
lator 

ENI 

Empire  Loop 

Spectrum 

Analyzer 

100  MHz  - 
, 500  MHz 

Dipoles 

Spectrum 

Analyzer 

2.5  GHz 

NARDA 

Microwave 

Spectrum 

Analyzer 

7 GHz 

HP  693 

TWT 

Horns 

Spectrum 

^ ^ Analyzer 

Backup  receiver:  NM12AT 

» NF105 

i ■ 

The  FACT  testing  at  the  SAFEGUARD  site  showed  that  defects  unre- 
j lated  to  the  door  can  often  be  discovered  during  door  testing.  Such 

. defects  must  then  be  repaired  before  the  door  can  be  tested. 


2.3  K Filter  Inspection  and  Test.  All  air  duct  filters  and  electri- 
cal filters  will  be  visually  inspected  for  compliance  with  Sections  15E 
and  16F  of  the  contract  specifications.  The  piping/shielding  interface 
wherein  pipe  filters  are  installed  shall  be  inspected.  Candidates  for 
tests  will  be  selected  on  the  basis  of  the  evidence  of  possible  defects, 
ready  accessibility,  and  location  on  a zone  interface. 


The  proposed  tests  are  RFI  illumination  and  are  similar  for  all 
three  types  of  filters.  However,  the  tests  will  have  to  be  modified 
for  each  application  and  will  be  described  separately. 

a.  Air  Duct  Filter  Tests.  The  RFI  attenuation  requirements  for 
the  air  duct  filters  are  as  follows: 


i 

r 


4 


46 


• <k 


Location 

Frequency 

Attenuation 

All  filters 

60  Hz 

6 

dB 

All  filters 

400  Hz 

20 

dB 

All  filters 

1 kHz  to 

10 

kHz 

40 

dB 

Exterior  Walls 

1 - Rooms  109  & 1 1 0 

10  kHz  to 

7 

GHz 

75 

dB 

Exterior  Wall 

or  Roof  - Room  111 

10  kHz  to 

7 

GHz 

31 

dB 

Exterior  Wall 

or  Roof  - Other  Rooms 

10  kHz  to 

7 

GHz 

67 

dB 

Interior  Wall 

- Room  109  & no  to 

Room  108  or 

125-C 

10  kHz  to 

7 

GHz 

59 

dB 

Interior  Wall 

- Room  111  to  Rooms 

no,  112  or 

125-C 

10  kHz  to 

7 

GHz 

48 

dB 

The  test  technique  is  the  same  as  that  used  for  SAFEGUARD  air  duct 
filters.  This  consists  of  illuminating  one  side  of  the  filter  and  mea- 
suring the  signal  received  on  the  other  side.  Unfortunately,  if  test- 
ing is  done  when  the  ducts  are  completed,  the  test  frequencies  will  be 
limited  by  the  size  of  the  antennas  the  attached  duct  can  accommodate. 

The  inspection  and  test  results  will  be  logged  on  a type  3 data 
sheet. 

The  equipment  used  for  air  duct  filter  tests  is  the  same  as  that 
listed  for  the  door  tests. 

b.  Pipe  Filter  Tests.  Water,  sewage,  gas,  and  other  lines  are 
plastic  except  where  they  are  routed  through  the  liner  plate.  At  this 
point  they  enter  through  metal  ducted  sections  which  contain  a honey- 
comb type  of  filter.  The  test  proposed  for  this  type  of  filter  is  to 
illuminate  the  ducted  section  where  it  passes  through  the  liner. 

Ideally  this  would  be  done  with  the  plastic  pipe  removed  to  allow  for 
direct  illumination  of  the  honeycomb.  However,  a meaningful  test  can 
also  be  made  with  the  plastic  pipe  in  place  and  the  antennas  placed 

in  the  nearest  possible  approximation  to  direct  illumination. 

The  frequencies  proposed  for  testing  of  the  pipe  filters  are  the 
same  as  those  for  the  doors.  The  test  results  will  be  logged  on  a 
type  3 data  sheet. 

c.  Electrical  Filter  Tests.  The  RFI  tests  proposed  for  electri- 
cal filters  are  similar  to  those  used  for  the  FACT  testing  at  the  SAFE- 
GUARD site.  This  consisted  of  illuminating  the  modified  filter  box 
with  RF  energy  and  measuring  the  transmitted  signal  at  the  first  con- 
dulet,  junction  box,  or  similar  break  in  the  conduit  inside  the  shielded 
zone.  The  filter  box  was  modified  by  cutting  the  lid  so  that  the  part 
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covering  the  "dirty"  side  of  the  filters  could  be  removed  for  the  il- 
lumination. The  part  of  the  cover  over  the  filter  remains  in  place  for 
the  test.  Factors  influencing  the  choice  of  filters  to  be  tested  are: 
accessibility,  installations  subject  to  question  (as  determined  by 
visual  inspection),  and  attachment  and  penetration  of  zone  interfaces. 

Equipment  to  be  used  for  this  test  is  the  same  as  that  proposed 
for  door  testing.  The  data  will  be  logged  on  a Type  4 data  sheet. 

The  planning  estimate  for  the  number  of  these  test  plans  is  six. 

The  proposed  test  frequencies  are:  200  kHz,  100  MHz  and  3 GHz. 


2.4  RFI-Tiqht  Conduit  System  Inspection  and  Test.  The  RFI-tight  con- 
duit system  will  be  identified  and  inspected  for  compliance  to  Section 
16A  of  the  contract  specifications  and  good  RFI  design  practice.  The 
inspection  will  include  the  following: 

a.  Conduit  couplings  tight  with  conductive  compound  at  all  joints 

b.  Penetrations  for  liner  place  circumferentially  welded 

c.  Covers  of  boxes,  enclosures,  panelboards,  etc.,  firmly  se- 
cured with  no  buckling  and  with  bolt  spacing  not  to  exceed  4 in. 

d.  RFI  gaskets  provided  according  ,o  specifications 

e.  Determination  of  test  candidates  which  are  items  for  which 
workmanship  appear  marginal  or  may  be  exposed  to  higher  than  ordinary 
RF  coupling  because  of  their  location. 

The  proposed  test  is  similar  to  the  electrical  filter  test.  The 
item  would  be  illuminated  at  the  test  location.  The  receiving  antenna 
would  be  located  at  the  first  conduit  break,  such  as  a pull  box,  junc- 
ticn  box,  breaker,  etc.,  beyond  the  first  shielded  liner  through  which 
the  conduit  passes.  The  test  frequencies  proposed  for  the  test  are: 

200  kHz,  100  MHz  and  3 GHz. 

The  data  will  be  logged  on  a Type  4 data  sheet. 

3.  Schedule.  The  expected  start  date  for  this  testing  is  about  16 
August  1976  for  Zones  B and  C and  4 October  for  Zone  A;  the  duration  of 
each  increment  of  tests  is  expected  to  be  42  calendar  days.  The  testing 
will  be  scheduled  on  off-duty  hours,  as  much  as  possible,  to  reduce 
interference  between  CERL  and  the  construction  contractor. 

Scheduling  of  individual  tests  is  not  possible  now,  since  the  time 
the  tests  can  be  conducted  will  be  dependent  upon  progress  by  the 
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construction  contractor.  Sniffer  tests  of  the  liner  will  probably  be 
conducted  first,  in  order  to  allow  the  construction  contractor  to  pro- 
ceed with  interior  finishing.  However,  doors,  filters,  etc.,  must  be 
in  place  and  operating  satisfactori ly  for  the  sniffer  tests  to  work. 


» 
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4.  Reporting.  Test  results  will  be  reported  by  monthly  letter  re- 
ports. These  reports  are  scheduled  to  be  submitted  to  the  contracting 
officer  by  the  10th  of  the  month  following  the  reported  activities.  A 
preliminary  draft  of  the  test  report  covering  all  of  the  testing  is 
scheduled  for  submission  to  the  contracting  officer  within  30  days  after 
completion  of  tests.  Submission  of  the  final  version  is  scheduled  for 
60  days  after  completion  of  tests.  All  tests  and  inspections  will  be 
documented.  As  requested  in  the  scope  of  work,  the  report  will  include 
the  following: 

a.  Schedule 

b.  Description  of  each  test,  including  test  setup 

c.  Equipment  employed 

d.  Anomalies 

e.  Participants 

f.  Test  data  and  log  sheets 

g.  Compilation  and  analysis  of  results  to  indicate  zone  attenua- 
tion 

h.  Recommendations  for  design  or  test  changes  for  future  appli- 
cation 

i.  Complete  details  on  the  results  of  sniffer  tests 

j.  Any  other  applicable  information. 

Distribution  for  the  preliminary  draft  and  final  test  reports  is: 

6 copies  - USAED 

Pacific  Ocean  Division 

3 copies  - USAED 

Huntsville  Division 
HNDED-M 


5.  Support  Requirements.  Contractor  support  requirements  for  each 
test  are  listed  with  the  test  description.  They  include  scaffolding 
where  required,  and  possible  modification  of  filter  box  covers.  Other 
necessary  support  includes: 

a.  Typing  for  monthly  reports  and  other  correspondence 

b.  A secure  location  for  test  equipment 

c.  An  administrative  aid  for  shipment  of  equipment,  if  necessary, 
to  CERL  after  completion  of  tests. 


APPENDIX  B: 

SHIELDED  ENCLOSURE  LEAK  DETECTION 
SYSTEM  (SNIFFER)  TEST  RESULTS 


This  appendix  presents  the  data  sheets  for  the  sniffer  tests. 
Data  sheets  are  presented  by  room,  in  the  following  order: 
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APPENDIX  C: 

RF  DOOR  TEST  RESULTS 


This  appendix  presents  the  data  sheets  for  the  RF  door  tests.  The 
data  sheets  are  presented  by  door,  in  the  following  order; 
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APPENDIX  D: 


AIR  DUCT  FILTER  TEST  RESULTS 


This  appendix  presents  the  air  duct  filter  test  data  sheets  by 


filter,  in  the  following  order: 
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APPENDIX  E: 

ELECTRICAL  FILTER  TEST  RESULTS 

This  appendix  presents  the  data  sheets  for  the  electrical  filter 
tests.  The  data  sheets  are  arranged  by  filter,  in  the  following  order: 
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APPENDIX  F: 
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PIPE  AND  CONDUIT  TEST  RESULTS 


This  appendix  presents  the  data  sheets  for  the  pipe  and  conduit 
tests.  The  data  sheets  for  the  PWS  (p  114)  and  PWR  (p  115)  pipes  are 
presented  first,  followed  by  those  for  the  conduits,  in  the  following 
order: 
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